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Introduction 
Welcome to Huntsman Security’s 2022 annual 
predictions report - where we identify the trends that  
are likely to shape the cyber security sector over the  
next 12 months.

While short-termism dominated COP26 and a range of issues have distracted 
world leaders more generally, it’s not surprising that the cyber security industry 
is very much in a state of flux. Two years ago, nobody (including governments) 
expected a pandemic like the one we are currently enduring; so the degree of 
disruption in cyber security is not surprising given the dislocation that has beset 
economies, countries and society as a whole.

Our last set of predictions in late 2020, were at a time when we didn’t know what 
we didn’t know about COVID-19 and the Delta variant. Looking back, it’s probably 
fair to say that while the virus infection rates spiralled, social distancing and 
personal hygiene seemed to make a difference. The Delta variant changed all that 
and the world was plunged into a dire situation. 

Now, at the end of 2021, almost two years into the pandemic, life in the 
developed world at least is returning to some form of normality. However, many 
of the changes to society, to technology, to travel and to the way organisations 
operate will persist and themselves become “normal”; and IT security and risk 
teams will have to adapt to, and secure their operations, in this environment.

    Almost two 
years into the 
pandemic, life in 
the developed 
world at least  
is returning to  
some form of 
normality   

 

Our predictions in brief:
1.   Ransomware will persist as a threat in 2022 even if regulators make 

ransom payments harder

2.   Cyber insurance will refocus organisations on basic cyber controls, 
more rigorous oversight and visibility

3.   XDR/SIEM vendors and adopters in the security market vie for 
dominance, and increasing convergence

4.   Consolidation and partnerships are increasingly pursued to 
complement point solutions and services

5.   A re-emergence of risk management with more focus on quantification 
and systematic risk management

6.   Resilience becomes as big a supply chain security risk as data security 
and privacy

7.   The impacts of wider issues - well-being and the environment - start to 
accelerate in the security sector
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  Last Year
Our predictions for 2021 were obviously coloured by the uncertainty  
of the pandemic.

We predicted that:

•   Home working will be the new default - it will magnify security risks that 
haven’t had sufficient attention

•   Managed security and hosting will accelerate driven by cost savings and 
the increase in remote working

•    Security conferences and events – both delivery and frequency - will 
change post-pandemic

For the most part these predictions have been borne out by events. Maybe 
they were obvious, but flexible-working continues to be a reality for most 
office-workers, certainly in the US, the UK and Europe where some of the 
worst lock down disruptions were felt. 

Mercifully, WFH has not led to the drastic increase in security breaches that 
might have been expected at the big end of town; but ransomware attacks 
that exploit users or remote access gateways (as in the case of Colonial 
Pipeline) have added to the threat environment.

Similarly, MSSPs that have adapted to market demands for security services 
are finding a buoyant market with an increased willingness (or necessity) in 
companies seeking to outsource more important operational or unpredictable 
elements of security delivery.

Conferences too, have undoubtedly changed as anyone can attest.  
A blend of online and face-to-face delivery currently seems to be the most 
successful event format. Whether the current combination of on-site content 
and “virtual networking” can meet the “face to face” needs of business 
generally remains in question.

   Whether 
the current 
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and “virtual 
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We also predicted that:

•   Video conferencing will be a target for hackers 

•   Third party assurance will transform to reflect the new  
business environment

•   Staff awareness will evolve as workplaces remain remote and  
home-based

Here too, the jury is still out here.  Video conferencing remains in widespread 
use, now some of the security and privacy challenges and poor “zoom 
etiquette” have been resolved. The media is undoubtedly suitable for in-house 
communications, however, the question of whether it is suitable for complex 
commercial discussions and negotiations is less clear.

The need for third party assurance – whether from suppliers or other 
stakeholders like insurers – remains in flux.  While travel to sites to conduct 
audits is technically now possible despite some customer staff still WFH, barriers 
remain with some assessment methodologies not particularly fit for purpose. 
There is increasing evidence, driven particularly by cyber insurers, that qualitative 
risk assessment techniques like questionnaires and self-assessment of security 
controls, will give way to high fidelity IT governance solutions to provide 
evidential measurement of IT governance to inform both directors and 3rd party 
stakeholders in their risk decision making.

Finally, looking at security technologies specifically:

•   MITRE ATT&CK® will continue to grow in adoption

•   Evolution of UEBA and EDR technologies into more advanced  
XDR offerings

What has unfolded in relation to these two technical developments, closely 
matches our predictions. With now bi-annual updates, the MITRE ATT&CK® 
framework has become an important adjunct to enhance cyber posture by 
better interpreting and understanding the nature and significance of cyber 
security incidents.

Equally, the evolution of XDR solutions from UEBA and EDR beginnings has 
confirmed the increasing importance of endpoint technologies. EDR technologies 
have evolved from their purely endpoint focus to now include better analytics 
and telemetry for improved incident investigation. While not offering the broader  
log management and compliance reporting of SIEM technologies, the cloud-
oriented nature of XDR technologies has been boosted with the spread of  
home-based working.
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   2022 Predictions
What do we expect to see in 2022?  
Will the world, and more particularly the cyber security 
sector, move on from the disruptions of 2020  
and 2021 to a calmer era?  
Some trends will trigger rapid change but most will happen slowly, as markets  
and technologies evolve over time as we enter a post epidemic renaissance.  
One such trend that has had a significant consequence across multiple sectors 
globally, is our first prediction expected to impact the coming 12 months. 

1    Ransomware will persist as a threat in 2022 even if 
regulators make ransom payments harder
We have seen a huge rise in the incidence of ransomware in 2021, which marks 
the continuance of a trend that had been obvious for a while. The targets, the 
profile of the attacks and impacts, however, have made news and affected not just 
businesses, and their goods and services, but also their customers and consumers.

Incidents at Colonial Pipeline, the New Zealand and Irish healthcare systems, JBS 
Food, CNA Financial and many others have meant that ransomware was more 
visible than ever. With ransom demands in the millions, penalties levied by data 
protection authorities for breaches of personal information are dwarfed by the cost 
of ransoms and the dislocation being experienced as a result of attacks. 

Despite efforts by some governments to reduce its prevalence, ransomware will 
continue to be a problem in 2022. Agile criminals will continue to find victims willing 
to pay ransoms to avoid the costly disruption to their businesses from the threat of 
encrypting and stealing sensitive and valuable information. The payment of ransoms 
will continue to be a cost-benefit consideration for boards and easy money for those 
carrying out the attacks. 

The interesting change will be if laws/rules come into play in key jurisdictions 
requiring ransomware attacks to be reported or declared publicly (as with privacy 
breaches) or if the payment of ransoms is directly banned or found to breach trade/
economic sanctions.  Any limits to the ability of organisations to pay ransoms will 
certainly change the nature, and potentially the frequency, of attacks.

Recently, the dangers of the evolution of ransomware mutating to “killware”  
were laid bare by the Secretary of US Homeland Security. We have seen 
ransomware that wasn’t easily removable (NotPetya), ransomware that hit  
critical services (Colonial Pipeline), and in several cases (UK, Ireland, New Zealand) 
health services seriously debilitated after an attack. The targeting of citizen-facing/
critical services to threaten the welfare of an under-resourced local community  
is an increasing reality. 

http://www.huntsmansecurity.com
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What happens if ransomware is used as a weapon – “killware” – that targets 
organisations to cause major disruption sufficient to cause harm to individuals (even 
death)?  In the hands of a hostile government, or a group motivated by ideology, this 
is something we need to consider. The threat vectors may be unchanged, so too the 
nature of the malware, but disturbingly the intent of attackers may change.

Organisations need to be on their guard in 2022, and make sure they have sufficient 
security controls in place to prevent attacks, limit the spread of intrusions and to 
recover the data and systems required to resume business. These protective stages 
are vital, especially if organisations can’t afford (or are not permitted) to pay a ransom 
to restore data (or if the decryption process doesn’t work, as Colonial found).

2    Cyber insurance will refocus organisations on basic 
cyber controls, more rigorous oversight and visibility
Risk transfer is a familiar concept in the field of risk management. In cyber security, 
enhancing in-house competence or outsourcing the management of key operational 
capabilities to specialist providers can be ways to off-set cyber risk. Cyber insurance is 
another way to lay-off a prescribed set of cyber security risks. While still in its infancy 
compared to other forms of commercial insurance, its importance has increased 
dramatically over recent times as security and risk teams grapple with  
the best mix of risk management tools available to them.

The problem for cyber insurers is that without a measure of some of the key 
parameters, the risk equation quickly becomes very complex. Insurers have 
found that “all you can eat” type policies are unsustainable. Massive pay-outs resulting 
from the low cost/high reward cyber attack business models of adversaries has forced 
insurers to seek better definition around the risks they are being asked to underwrite.

As part of their assessment process, insurers seek to identify the residual cyber 
risk to be protected by determining the key digital assets of an organisation and 
any unmitigated vulnerability susceptible to attack. Typically, these assessments are 
undertaken by attempting to translate qualitative information into a “quantitative” 
measurement. Qualitative data from external scans by cyber risk ratings agencies, self-
assessments and subjective questionnaires are translated into a “measure”  
of cyber risk controls. The problem is that rather than quantitatively measuring the 
actual security risk behind the firewall, the current risk assessment methodology relies 
overly on incomplete assessment and subjective sentiment. 

In theory at least, organisations seek to manage a set of IT risks by putting controls in 
place – mitigation; and managing those controls. They seek to transfer the risks they 
can’t mitigate to a specialist service provider or an insurer. The problem, however, is 
that risk doesn’t simply “disappear and without the insurer or the insured maintaining 
active visibility of the risks and their mitigation there is no floor in the downside. 
Ultimately, insurers and other stakeholders are relying on an organisation maintaining 
an adequate level of risk mitigation, even in a dynamic risk environment, on the 
understanding that they will underwrite the residual.

   The problem for 
cyber insurers 
is that without 
a measure of 
some of the key 
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As a consequence of some of the alarming losses from seemingly innocuous 
security weaknesses and the dynamic nature of security risk, insurers are now 
recognising the need for cyber hygiene controls as a base level of acceptable 
security defence. We are increasingly seeing insurers taking steps to mandate  
the successful operation of those controls before agreeing to insure the 
prospective policy holder.

Insurers are at the forefront of improving cyber resilience in the world of 
commerce. By increasingly demanding verification and greater transparency of 
their mitigation efforts, organisations everywhere will need to improve their cyber 
maturity and reduce their vulnerability to attack. As demands for quantitative 
measurement and verification of risk management increase, cyber insurers will 
maintain their function as an important risk management instrument.  

3     XDR/SIEM vendors and adopters in the security 
market vie for dominance, and increasing 
convergence

Last year, we noted that EDR and UEBA solutions were becoming more 
sophisticated and that XDR would emerge with a superset of the solution 
capabilities in the endpoint space.

That has occurred and what has become evident, is that the endpoint focuses 
and security threat detection claims of XDR solutions will start to become similar 
in many respects to the capabilities of Security Analytics and SIEM solutions.  
The differences are founded in their origins, however, XDR technology has a 
deeper endpoint focus being closer to the user activities to show early signs of 
attack at the workstation. SIEM/SA solutions on the other hand, draw information 
from a wider dataset that includes core servers, network as well as perimeter 
components for greater contextualisation. As a result, they can detect threats in 
other ways and provide broader visibility of threats as well as delivering a wider 
set of compliance use cases.

Clearly however, with such similarities, we see both technologies providing  
value, albeit in complementary ways. XDR solutions will look to ingest a wider 
range of data sources for threat detection and response, while SIEM and  
Security Analytics vendors will expand (and in fact already are expanding) 
their threat/risk management and reporting capabilities by leveraging a threat 
knowledge base like the MITRE ATT&CK® framework and making greater use 
of endpoint agents for improved telemetry to support threat detection and 
investigation and reporting.

   As demands 
for quantitative 
measurement 
and verification of 
risk management 
increase, cyber 
insurers will 
maintain their 
function as an 
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management 
instrument   
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4    Consolidation and partnerships are increasingly 
pursued to complement point solutions and services 

The IT and security industries have always relied on specialist innovators and 
entrepreneurs to prime the pump of product development. It is not uncommon 
to find multiple point solutions that solve the same problem, sometimes starting 
out from totally different perspectives. Some vendors, for example, have 
chosen to “solve the problem of ransomware” by encrypting all communications 
entering an enterprise to limit their risk of attack. Others focussed purely on 
detection within network traffic, and others aim to provide security monitoring 
to ensure the effectiveness of the controls in place to resist the ransomware  
in the first place.

As in any growth industry, as the limitations of single solutions have revealed 
themselves, they have been replaced. Examples include:

• The consolidation of internal and external threat and attack intelligence.

• The combination of systems security, user awareness and network analysis.

•  The ability to take quantitative measurements of defences and risk exposure, 
combined with compliance and business risk reporting requirements.

Changes in some business operating models in the last few years have, at least 
in part, driven the requirement for the integration of complementary solutions to 
meet multi-dimensional security needs.

Market consolidation through acquisition and partnering between solution 
providers will continue and accelerate in 2022 as both buyers and vendors realise 
that the way to deliver robust security cannot rely on the strength of one single 
silo or discipline.

While this is typically part of the life cycle of any single product company in the  
fast-moving cyber security sector. This time it’s different:

•  The cost and size of cyber breaches have heightened the importance to 
executives and even governments.

• Cyber security legal obligations for directors are tightening. 

• Insurance companies are being forced to better manage their exposure.

•  Investors and entrepreneurs have rushed to the sector, in greater numbers 
than ever before, to address these growth factors.

In the near future therefore, we expect to see even greater numbers of 
solution providers seeking to solve particular problems or becoming part of a 
collaboration with others to address these multi-dimensional risk problems. 

  Market 
consolidation 
through 
acquisition 
and partnering 
between solution 
providers will 
continue and 
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5     A re-emergence of risk management with more focus 
on quantification and systematic risk management

Risk management has underpinned much of information security, from the early days of 
computer security through to today’s highly distributed IT environments. It is interesting, 
however, to contrast the tools and techniques used by risk managers outside the cyber 
sector. Financial risk management is replete with numerous risk management tools and 
quantitative techniques. For example, hedging a currency position, buying a put to secure 
an attractive strike price or manage risk through the use of swaps. 

In contrast, cyber security risk management, at least to this point, remains much 
more about sampling, qualitative data, self-assessment with the occasional 
probability simulation. This is in part due to the lack of standardised measurement 
and process but also the asymmetry that exists between the investment of the 
adversary in making an attack compared to the potentially massive cost to the victim. 
The cost of the breach, not to mention the reputational and hidden costs, can be 
disproportionate. Nonetheless, at a time when attackers can re-engineer a newly 
released patch in hours to target the vulnerability in an unpatched enterprise in 
hours, we need to move beyond guesswork and worst-case scenarios to a system 
based in empirical measurement, verification and increased confidence.

Cyber insurance is an interesting case-study: The industry continues to rely largely on 
qualitative risk assessment, mentioned earlier. Recent massive ransomware payouts, 
jumps in loss ratios for insurers together with reduced coverage and payout limits, 
have reduced some insurers’ enthusiasm for cyber. It would also suggest a problem 
with the sustainability of the industry risk assessment model.

In 2022 we will see the need to better quantify risk become more widely recognised; 
in insurance and elsewhere (shareholders, senior executives, regulators). This means 
the quantitative measurement of key risk components to assess the effectiveness of 
mitigation strategies in place and a reliable view of the likelihood of and vulnerability 
to an attack. Also, the use of that information in risk management and reporting 
procedures. The risks to an enterprise’s systems, their value to the business, and the 
impacts of loss, disruption and unavailability will herald in new tools and techniques 
in IT governance and cyber risk management.
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6    Resilience becomes as big a supply chain security  
risk as data security and privacy
The business of managing the security of third parties and supply chains has dogged 
businesses and suppliers alike for some time; particularly now when up to 60% 
of security incidents are resulting from 3rd party issues. Organisations of even a 
modest size can have a significant number of important suppliers. These range 
from major IT service providers to smaller companies that provide administrative 
or ancillary services, not to mention the supply of goods for consumption or 
components for manufacturing. The security of supply chains is vital to the economy 
and the welfare of its people. This year there is more talk about Christmas supply 
chains than there is about Christmas presents.

There have been several approaches devised to understand the security risk posed 
by suppliers, from site visits and audits carried out by security teams, to vulnerability 
scans, to the submission of security questionnaires and policy documents. Security 
risk ratings companies have even emerged to try and infer the state of internal 
security of the supplier based on externally observed indicators only. As mentioned 
earlier, these risk assessment techniques are now not fit for purpose and in 2022 
methods will be reviewed.  

The degree of risk that a supplier posed was typically based on the data security 
and privacy exposure. Suppliers with sensitive personal data in bulk or reams of 
intellectual property meant a higher risk, so a site-based audit would be sought. 
Marketing literature and vending machine providers would involve a lower risk, 
and so a questionnaire would be sufficient. Sometimes the risk quantification was 
even more simplistic, based on the volume of spend, the size of the contract or the 
criticality of the goods and services supplied.

The recent disruptions to supply chains, and the ransomware incidents, have taught 
us that these decisions now also need to factor in the degree of reliance you place 
on suppliers and the robustness of their systems, not just what data they hold or 
the amount you spend with them. Industry based digital platforms and integrated 
systems operating between buyers and sellers also mean the risk of lateral 
movement or infection between enterprises within supply chains can be extremely 
disruptive. In 2021 we’ve seen that customers are not even safe from 3rd party 
providers of security services!

A shipping company might not be a big supplier and hold very little sensitive data; 
but if it suffers a cyber security attack that shuts down its operation for a period, 
you may find you have a warehouse filled up with stock you can’t deliver, while 
downstream distribution depots stand empty.

In 2022, the supply chain risk considerations will include: improved levels of trust, 
quantitative risk measurement, improved visibility of cyber maturity and contractual 
cyber security compliance requirements.
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7    The impacts of wider issues - well-being and the 
environment - start to accelerate in the security sector
The world has had to focus on the health and wellbeing of its citizens recently 
and current events suggest that there is unlikely to be a globally comprehensive 
solution for some time. Data from countries with an effective public vaccination 
program suggests that COVID-19 is likely to become manageable in the coming  
12 months; although, this is a world away for the many countries still waiting for 
their first vaccination.

The threat of global warming and an ever-growing recognition of the fragility of the 
environment will also shape public discourse and government thinking, particularly 
as extreme weather events continue and society invests more in technologies such 
as electric cars, wind power, solar energy and intelligent buildings.

For security, change always has implications. The way society conducts business, 
and how technology supports that business, will introduce technical challenges. 
It is true that cyber security is becoming more complex but at another level the 
fundamental building blocks of security are becoming better understood.  
The important difference between a point solution and a systematic set of cyber 
security controls to protect an entity against ransomware was acknowledged in 
mid-2021 with the release of NIST and NCSC guidance.

We have learned this year that just because the way we work changed, economic 
realities didn’t. Humankind will continue to be challenged to learn, to achieve 
and to progress and whether it be to reduce our carbon footprint or enhance 
our cyber resilience, complexity is an excuse. The recent impacts of ransomware 
on enterprise, supply chains and social disruption have shown us the need to 
reprioritise the management of cyber risk. 

We need to recalibrate our cyber security efforts to better manage and protect our 
businesses and their stakeholders from this endemic/pervasive threat. We need to 
establish cyber risk management models, processes and tools to better manage 
cyber risk, improve resilience against it and recover from cyber attacks, just as we 
do for any other risk that might threaten a business's ongoing operation.

Security and risk teams will have to anticipate and manage the implications of 
a dynamic threat environment; making sure that they are able to easily identify 
and track business risks both internal and within supply chains to provide clear 
telemetry for prioritisation and management of cyber security risks.
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  Conclusion
Hopefully, whatever happens in 2022 will not be 
as dramatic or disruptive as in the last 2 years. 
It’s more likely to be a year of rebuilding and 
consolidation. 

The last two years have been characterised by once-in-a-generation 
events. Many of the measures, security and otherwise, that were hurriedly 
deployed during the pandemic are still to be completed. Others are now 
long overdue having been delayed by the focus on it.

It would be wrong to be complacent and assume that in the post-
pandemic world there won’t be as many significant events, technologies or 
changes coming. There always are, every single year.

In 2022, security teams need to consider the predictions made (or 
variations of them), anticipate changes and get on the front foot to better 
deal with increasing vulnerabilities, more complex businesses and the 
relentless evolution of our adversaries.
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